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Abstract:  A Network In trus ion Detect ion Prevention Sys tem (IDPS) i s  a  mechanism tha t  

continuously monitors the network t raf f ic  and f inds ou t  the malicious,  susp icious and  

undesired ne twork act iv i t ies.  A fter  ident i fying any i l legi t imate  ac tiv i ty  i t  s imply blocks i t  

and changes the security  environment as per the rules set  by pol icy maker(s) .  I t  should be 

noted that  th is  task of  monitoring i s  accompl ished in  rea l - t ime mode so that  t he on ly 

genuine ne twork t raf f ic  is  al lowed to  pass through the IPS wi thout  noticeable de lay.   

Addit ional ly ,  some organiza tions employ many other technolog ies on  the place of  IDPSs 

that  presen t  the same abil i ty  as IDPSs does and also match wi th  the competen cies o f  

IDPSs.  In  this paper,  we  wil l  focus on some of  these matching technologies:  network  

forensic  analys is  too ls,  anti -malware  technolog ies  (ant ivirus so ftware)  and f i rewalls  and 

routers.  Each of  these technolog ies are now brief ly  expla ined giving the i nformation how 

i t s  use help in  detect ing intrusion and i t s  avoidance s tat ing re la tionship o f  these  

technologies wi th  IDPSs.  Suggestion wi l l  be added to  appropria tion tel l ing how we should  

use these technologies a long wi th  IDPSs.  

Keywords: Forensics Tools, Antivirus technologies, Firewalls, Routers, Host Intrusion Detection System 

(HIDS), Wireless Intrusion Detection System (WIDS) 

 

I. Introduction 
The secur i ty problem appears especia l ly impor tant  wi th the rapid  development  o f  

ne twork and  informat ion technology today.  As a standard  so lut ion of  moni tor ing and  

ident i fica t ion a t tacks,  Int rus ion Detect ion System has become an important  component o f 

securi ty defense sys tem in depth.  IDS col lect  network tra ff ic  informat ion from so me 

points on the  network or  computer  sy s tem which to  be  then analyzed to  f ind  whether  there  

is  any vio la t ion of sys tem secur i ty strategy and the s igns of be ing at tacked [1] .  Each and  

every aspec ts of technology has i ts  o wn benefi t s  and disadvantages.  The  same rule i s  a lso  

applied in network sec uri ty in terms of detect ion and prevent ion especial ly by ident i fying 

per formances ,  accurac ies and t ime to  respond issues.  This a l l  should also be achieved by 

taking considerat ion of lower  ra tes o f false posit ives and false negatives aspec ts o r  some 

sor t  o f  optimized form of tuning be tween them.  Different  organizat ions  have their  

di fferent  needs and therefore di fferent  workings,  for  example a   network -based IDPSs 

cannot moni tor  wire less  protocols l ikewise a  host  based IDPS cannot analyze the network 

based IDPS effec tive ly.   Fur ther  var ie ty o f other  technologies l ike  Firewalls ,  Anti -  

vi ruses ,  Forensic Tools,  Sni ffers and so on,  can be a lso assoc ia ted to  enhance the 

detec tion prof iciencies  to  handle  any type  of  inc ident  and  thereby to  make  network 

sys tems more  secure .  Using mul t iple  technologies a lso ver i fies the  val idi ty o f  aler t s  

which in result  makes the task of any forensic exper t  more sophis t icated and 

accura te.[3 ][4]  

In this paper  we summarized two categories in which IDPS rela ted secur i t ies can 

be class i f ied on the basis o f the ir  dep loyment:  

In the f irs t  case a l l  the related products (NIDS,  HIDS,  WIDS) are assumed to  be 

manufac tured by same vendor .  This  can provide the  opportunity o f  da ta shar ing wi thout  

any extra  e ffor t  to  be  done  by network adminis trator .  Using mul t iple  technologies fro m 

same vendor  i s  very t ime savvy and makes the task of tra ffic  ana lys is and correla t ion very 

easy since al l  the concerned data f ields are same and there is  in general  no need to  

transform the format o f one data fie ld  into  a no ther .  The only disadvantage in this type of  
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in tegrat ion i s  tha t  i f  one technology fai ls  then i t  may impact  or  compromise the resul t  o f  

ano ther  IDPS technology.  [9 ][14]  

In the second case  a  spate dedicated sof tware i s  used which  i s  des igned to  impor t  

information from various securi ty -re lated logs of  di fferent  anti -at tacks  technologies and  

correlate  events among them.  Log types co mmonly supported by this software include 

IDPSs,  f irewalls ,  ant ivirus  sof tware,  and o ther  secur i ty sof tware (e .g . ,  aud it  logs) ; 

applicat ion servers (e .g . ,  web servers,  email  se rvers) .  This sof tware genera l ly works by 

rece iving copies of the  logs from the logging hosts over  secure ne twork channels,  then 

convert ing the log data into  standard f ie lds and  va lues through normalizat ion,  an d f ina lly  

ident i fying rela ted events by matching IP  addresses,  t imestamps,  usernames,  and other  

charac ter i st ics[2] .  The above mentioned ant i -a t tack technology can identi fy mal ic ious  

act ivi ty such as a t tacks and malware infect ions,  as well  as misuse and ina ppropria te  usage 

of sys tems and networks.  On the bas is o f outcome this dedicated ini t iates prevent ion 

responses for  designated  events.   

This ded ica ted sof tware has the advantages tha t  i t  can ident i fy some types  o f 

events that  individual  IDPSs cannot becaus e of  i t s  ab il i ty to  correlate  events logged by 

di fferent  technologies.  The conso les fo r  this sof tware can make da ta from many sources  

avai lable through a s ingle inter face,  which can save t ime for  users that  need to  monitor  

mul t iple  IDPSs.  The console o f th is sof tware a lso may offer  analys is and report ing tools  

that  cer tain IDPSs’ consoles do not .  At last  users can more eas i ly ver i fy the accuracy of 

IDPS a ler ts  because this dedica ted software may be ab le to  l ink each a ler t  to  suppor t ing 

information from o the r  logs.  This  can a lso  he lp  users  to  de termine whether  or  not  cer ta in 

at tacks succeeded[7] .   

The only disadvantage i s  tha t  i t  i s  very t ime consuming to  configure  this  sof tware.  

Further  i t  a lso  requires expert ise  to  handle the tradeoff  between fa lse posi t ive  and false 

posi t ive.   

Recent ly an al terna tive  approach is  used for  centra l ized logging based pr imar i ly  

on the sys log protocol .  Syslog provides a  simple framework for  log generat ion,  s torage ,  

and transfer  tha t  any IDPS could use i f  des igned to  do so .  Some I DPSs offer  fea tures that  

al lo w the ir  log formats to  be converted to  sys log format.  Syslog is  very flexib le for  log 

sources,  because each sys log ent ry conta ins  a  content  field  into  which logging sources  can 

place  informat ion in  any format .  Ho wever ,  th is  f le xibi l i ty makes ana lysis o f the log data 

chal lenging.  Each IDPS may use many di fferent  formats for  i t s  log messages,  so  a  robust  

analys is  program would  need  to  be fami liar  wi th  each format and  be  able to  extract  the 

meaning of the data wi thin the f ie lds o f each format .  I t  might not  be feasib le  to  

unders tand the meaning of a l l  log messages,  so  analys is might be l imi ted to  keyword and 

pattern searches.  Generally,  the use o f sys log for  central ized col lec t ion and analys is o f  

IDPS logs does  not  provide suff ic ient ly s trong ana lys is capab il i t ies to  suppor t  inc ident  

ident i fica t ion and handl ing since i t  they are in their  phase  o f beginning [9][11] .  

 

II. Anti Network Attack Technologies 
Some of  these technologies which we considered  are necessary to  discuss  so far  are as 

fo l lo ws:  

 

2.1  Network Forensics  Tool (NFT)  

Network forensic analys is too l  (NFT),  on the pr imary base,  work col lect ing as well  

as  ana lyz ing the tra ff ic  of  a  wired network.  Differ ing from IDPSs based on the network,  

that  works  for  per forming a  deep  analys is  and cap ture  the  tra ffic  o f  network tha t  is  

essentia l ,  an NFT on the contrary fir s t  captures near ly al l  the network tra ffic  that  i t  

covers out  and then do an ana lys is o f the tra ffic  tha t  has been stored  or  captured by i t .  

Besides the forensic ab il i t ies,  so me of the o ther  abi l i t ies are also there which can be 

per formed by the NFT software to  give analys is  as a  major  work[6] .  Few of them are as  

fo l lo ws[11]:  

-Rebuild ing of  events with the  help  o f replay of network tra ff ic  only inside the l imi ts o f  

tool ,  that  have the range s tar t ing from an ind ividual  session ( for  example,  use o f Instant  

Messaging among the  two users)  t i l l  a l l  the sessions tha t  occur  in tha t  par t icular  per iod.  

On the need  basis,  adjus tment  can be made to  replaying speed.  
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-Creat ing a picture o f t raff ic  f lows and the re la t ion created between the hosts.  There are 

some too ls  which can bind IP  addresses,  domain name or  da ta rela ted to  physical  

loca tions and  create  a  p icture map for  the ac t ivi ty done.  

-Creat ing a picture o f p rof i les for  the d is t inct ive  act ivi t ies and recognit ion of  impor tant 

var ia t ions.  

-Searching the mat ter  of app licat ion for  par t icular  keywords ( for  example,  “threat” ,  

“virus”) .But in NFT value is  given for  the  use for  network forensics  and decrease i t s  

value for  the detect ion of intru s ion and antic ipat ion unl ike a  dist inc t  IDPSs based on 

ne twork[13] .  

A ba lance is  made for  IDPSs by NFT software in  several  ways  which consis ts  o f the  

fo l lo wing:  

-On the  basis o f i t s  va lue,  NFT software come a s tep ahead over  IDPSs software  for  the 

ne twork forensics  due to  the reason of i t s  wide  packet  logging.  

-Reduct ion of load on IDPSs,  based on the network,  can be done by per forming packet  

logging using NFT software.  

-NFT software may show i t s  bes t  suitab il i ty for  customiza tion,  par t icular ly for  content  

searches ( for  example,  keywords) ,  i f  compared wi th  other  technologies used for  IDPSs.  

-Unl ike the console o f  IDPSs,  graphica l  user  inter face (GUI)  o f NFT software might 

shows i t s  abi l i ty fo r  ana lyz ing,  for  visua liza t ion and  moreover  for  report ing purposes 

too[4] .  

There a re some restr ic t ions that  NFT software faces which can be concluded  as:  

-Detec tion of intrusion cannot  be made  using NFT software  par t icular ly  for  IDPSs tha t  are 

based  on ne twork.  

-Usual ly,  there are no  capabil i t ies o f  prevention of  intrusio n that  i s  o ffered  by NFT 

software.  

 

2.2  Antiv irus Technologies  

Technica lly,  for  the cont rol  o f threa ts caused  due to  malware de tect ion,  on the 

major i ty,  ant ivirus software have been employed at  the common level .   Malware tha t  can 

be detected using this  software consis ts  of vi ruses ,  worms,  Trojan horses,  malic ious 

mobile  code,  and a mixture o f  severa l  threa ts ,  a long wi th a t tacker  tools  such as keystroke  

loggers and  backdoors.  Ant ivirus sof tware usua lly keep  an eye over  dangerous  OS 

components,  sys tem f i les ,  and act ivi t ies that  show s ign of  presence of malware in an 

applicat ion,  and effor ts  made by f i les tha t  are e i ther  d is infect  or  quarant ined which may 

consis t  o f malware.  Most  of the organiza tions now make use o f ant ivirus sof tware on both 

ways ,  fir s t ly,  cent ral  base i .e . ,  email  servers,  f i rewal ls  and las t ly,  local  base i . e .  f i le  

servers ,  laptops,  e tc .  so  as to  ensure  comple te scrutiny of each entry for  malware  

detec tion.  

Pr imari ly,  threats are  detec ted  by analys is  tha t  i s  s igna ture -based wi th  the use 

antiv irus products .  Experience based methods and techniques are a lso deployed by i t  that  

look a t  the act ivi t ies o f  some doubtful  charac ter is t ics  for  recognizing the unknown threats 

which were previously detec ted.  S ignatures o f new threa ts  are crea ted and being released  

by the  vendors o f  the product  so as to  keep software up -to -date wi th informat ion of 

malware tha t  he lp de tec t ing threats by the p roduct . [13]  

There a re several  ways  tha t  antivirus software  accompanies IDPSs,  some of which are:  

-IDPSs unremarkably kno w minor  malware uncovering capabil i t ies;  therefore so many 

threa ts  can be de tec ted wi th  the  help  o f antivirus software ra ther  wi th the use o f IDPSs.  

-IDPS appl ica t ion might  denote that  spread ing of  worm is bas ical ly based  on remarkable  

f low of  tra ffic ,  bu t  there i s  the chance that  type  of  worm is  not  detected .  On the  cont rary,  

antivirus software has the  abi l i ty to  ident i fy the worm,  i f  so ftware  i s  wel l  updated  to  the  

signatures for  the threats to  be de tected .  

-Few loads can be taken by ant ivirus sof tware t hrough IDPSs,  l ike  identi f icat ion of 

typ ical  worm and to  d isable the s ignature o f that  worm that  IDPSs sensors have .  This i s  

especial ly useful  dur ing a widespread malware contaminat ion,  when IDPSs s trength 

overwhelmed wi th   a le r ts  and  new useful  events  occ ur r ing at  the unvar ied  ind ica tion 

might be ignored by users o f IDPSs[14] .  

There are several  boundaries that  antivirus software has in re la t ion to  IDPSs which 

may be descr ibed  as:  

-No threats can be de tec ted by antivirus software other  than malware.   
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On the  cont rary,  NBA software and IDPSs based on network sho w the ir  capabi l i t ies more  

to  identi fy worms of ne twork service due to  the reason tha t  only few applicat ions pro tocol  

are de tec ted by ant ivi rus software.  But ,  NBA software and  network based IDPSs have th e 

abil i ty to  de tect  any type of protocol .  

T il l  the revision of s ignatures o f new threats by the vendors,  threats are  not  

detec ted  by antivirus sof tware.  In  few cases,  mainly for  the threa ts  tha t  have eas i ly  

recognized character i st ics,  an IDPS can f ind the  new danger  dur ing this pane of  t ime 

because IDPS adminis t rators can configure his IDPS accordingly.  On the other  hand 

Ant ivirus software typ ically does not  permi t  administrators to  compose signatures.   

 

2.3 .  Firewalls and Routers  

Firewalls  (ne twork -based  and host -based)  and routers f i l ter  meshwork 

reciprocat ion suppor ted  on TCP/IP character i s t ics such as the  seed  and instruct ion IP  

addresses ,  the major  pro tocols (e .g. ,  TCP,  UDP, ICMP),  and pr imary protocol  assemblage  

(e .g. ,  TCP or  UDP por t  book,  ICMP type  a nd encrypt) .  Most  fi rewal ls  and  routers logs  

a t tempt o f a t tackers ;  the c losed manifestat ion i s  o ften generated by unofficial  way 

at tempts fro m auto mated  tools,  act ive and pass ive scanning,  and malware.  So me ne twork -

based  fi rewal ls  a lso  act  as  proxies[10] .  When a  agent  is  misused,  each thr iving 

transportat ion effor t  actua lly resul ts  in the beginning of  two separated  connections:  one  

between the guest  and the p laceholder  server ,  and ano ther  be tween the placeholder  server  

and  the  admit tedly goal .  Numerous pr oxies are  speci f ic  to  app licat ion,  and few usually  

carry out  an analys is and common appl ica t ion protocols l ike HTTP are val idated.  The  

request  o f c l ient  may be rejected i f  proxy f inds i t  inval id  ( that  may have so me type of 

at tacks)  and create  a  log f i le  fo r  such type of  requests[5] .  

Network-based  fi rewal ls  and routers o f tentimes  ful f i l l  sys tem code  translat ion 

(NAT),  which i s  the  outgro wth of  process  addresses on one mater ia l  to  addresses  on o ther  

text i le .  NAT is most  o f tent imes rea l ized by function snobbis h addresses f rom an inner  

sys tem to one or  solon unres tr icted addresses on a  meshwork that  is  jo ined to  the  

Cyberspace.  F irewalls  and  routers  that  ac t ion NAT typ ica lly disk each NAT speak and 

procedure.  IDPS users may beggary to  pass use of this mapping su bstance to  de termine  

the l i tera l  IP  direct  o f a  mul t i tude  behind  a device per forming NAT.  

If  a  la tes t  network -bome threat  l ike worm in network service or  a t tack on service,  e tc .  

cannot be stopped by IDPSs and o ther  sof twares o f  secur i ty l ike antivirus  sof t ware then 

configura tion of  firewal l  or  routers i s  reconstructed to  stop tha t  threa ts .  

On the bas is  o f above discussion,  typ ica l  threats can be blocked  by reconfigur ing 

f irewal ls  or  routers using IDPSs.  

There are severa l  res tr ict ions that  firewalls  and rout ers exhib it  in rela t ion to  IDPSs.  

These can be as fo l lo ws:  

-Mostly,  there i s  no  detection of  malicious act ivi ty by fi rewal ls  and routers.  

-Firewalls  and routers typ ical ly log re la t ive ly short  aggregation,  much as the canonic  

charac ter i st ics of denied form at tempts exclusive and they rarely record the substance of 

any packets.  

  

III.  Conclusion  

At las t  we have ment ioned  that  how secured  sys tem can be des igned  in  terms of 

ne tworking.  But s t i l l  many bot t leneck problems persis ts  l ike the  insta l lat ion and  

maintenance  cost  o f complete setup,  expert ise  hands on IDPS and above said  tools and  

components specia l ly the configurat ion of tuning between fa lse posi t ive and false 

negat ive to  check out  the data tra ff ic  are the name of few.  Further ,  by defaul t ,  these 

products func t ion complete ly independent ly o f each other .  This has some notable benefi t s ,  

such as minimiz ing the impact  tha t  a  fa i lure or  compromise of one IDPS product  has on 

other  IDPS products.  However ,  i f  the products are not  integrated  in any way,  the 

effec tiveness o f the ent i re  IDPS implementa t ion may be somewhat l imi ted.  IDPS products 

can be direc t ly integrated,  such as one product  feed ing aler t  da ta  to  another  product ,  or  

they can be indirect ly integra ted,  such as  a l l  the IDPS products feed ing aler t  data  into  a  

securi ty informat ion and  event  management sys tem.  
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