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Abstract

We live in a world where everything is connected—our phones, homes, cars, even the watches we wear. While
this digital convenience makes life easier, it also opens the door to a growing and often invisible danger: cyber
threats.

From stolen passwords to massive data leaks, cyberattacks have become a daily reality. Whether it's a small
business being hit with ransomware or someone unknowingly falling for a phishing scam, the impact can be
deeply personal and financially devastating. These threats aren’t just coming from lone hackers anymore—
many are part of organized groups or even backed by governments, making them more advanced and harder to
stop.

As technology keeps evolving, so do the risks. Take smart safety wearables, for example. They re designed to
protect us—tracking health, sending emergency alerts—but if not properly secured, they can be turned against
us. A hacker could track someone's location or access sensitive health data, all without the user even knowing.
This is just one of many examples of how vulnerable our digital lives can be.

The problem is, security often takes a backseat to convenience. Many people aren’t aware of the risks, and
companies don’t always invest enough in protecting user data. As a result, cyber threats continue to grow—
targeting schools, hospitals, banks, and even entire governments.

So what can we do? It's not just about using strong passwords anymore. We need smarter systems, better laws,
regular updates, and more education on how to stay safe online. Cybersecurity isn’t just a tech issue—it’s a
human issue. The more we understand the risks and take steps to protect ourselves and others, the safer our
digital world will be.

Keywords: Cyber threats, data breaches, ransomware, phishing, loT security, smart devices, cybersecurity
awareness, digital safety, human impact, tech vulnerabilities, online privacy.
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Chapter 1: Introduction to cyber security

The protection of computer systems and networks against malicious actors that
could result in unauthorized information exposure, theft, or damage to hardware,
software, or data, as well as in the disruption or misdirection of the services they
provide, 1s known as technology security, cvber security, digital security, or
information security (1T security).

The increased reliance on computers, the internet, and wireless network standards
like Bluetooth and Wi-Fi makes the field important.

Also, because of the proliferation of smart bias, which includes multicolored bias
that makes up the Internet of goods( 10T), cellphones, and boxes. Because of the
complexity of information systems and the society they support, cyber security is
one of the biggest problems facing the ultramodern world.

similar to power distribution, decision- timber, and finance, security is pivotal
for systems that oversee expansive physical products.

What is cyber-security?

Cyber security refers to any technology, measure, or practice for precluding
cyber-attacks or mollifying their impact. Cyber security aims to cover
individualities' and associations' systems, operations, calculating bias, sensitive
data and fiscal means against computer contagions, sophisticated and expensive
rescue earthenware attacks, and more.

Cyber-attacks have the power to disrupt, damage, or destroy businesses, and the
cost to victims keeps rising.
There are numerous common orders into which cyber security can be categorized.

Protecting a computer network from intrusions, such as opportunistic malware or
targeted bushwhackers, is known as network security.

The goal of Z operation security 1s to prevent bias and software from becoming
compromised. The data it is intended to cover could be accessed through a
compromised operation. Effective security starts long before a program or device
15 deployed, during the design phase.
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& Informaiion security protects the imegrity and sequesimation of data, both in storehoose

amd In comvevanpe.

funcisonal security includes the processes and opinions for handling and guarding daia
means. The warmants druggies have when penctrating a network and the procedures
that determme how and where data may he siored or panticipated all fall under this
marguee. [Msasier recovery and business durabiliiy define how an associason
respondls 1o a cybersecurity incident or any pther event that causes the loss of
aperatioes or dota. Disagier recovery programs mandate how the associalion resiores
its pperaticns and information o retumn o the same operalng capacity as before the
event. Business durahility is the plan the associaton falls back om while trymng 1o

aperate withoal certain coffiers.

End- stomer education addresses the most changeable cyber-security factor people.
Anyane can accidentally imtroduce a comagion 1o an otherwise secure system by
failmg 1 folkw peod security practices. uipring drugeses to cancel suspacious
dispatch sitachments, nol plug in unidentified USE drives, and colarful other

imporiant assignmenis is vital for the secumty of any assocm:tion.

1BM i lsternatiosal Business Machines) estimates that the price of a DATA BREACH 2023
report as
I. % In 2023, the average cost of a data breach was USD 4,45 million, which is moee than
S50 million over the previous thiee years.
2 Iim 2023 the average cost of a data breach connected to rescue carthemware was also high,
at USD million, This figure exclsdes the cost of the rescue payment, which was 5890
moeg than it was previeusly and a superflucus USD.

Maiy times, tee growing teesds in information techisslogy (IT) include: B an increase in
the abasdonment of personal conpaiters, network complexity, ramede work, and work
from honse
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I thess trends produce tremendeus business advantages and mortal progress but alse give

exponentially more for cyhercriminals to attack

A recent study set up that the global cyher security worker gap — the gap between being
cyber security workers and cyber seourity jobs that need te be filled was 3.4 million workers

warldwide.
I Besource-strained security brigades are fastening on developing comprehensive

cyber security strutegies that use advanced analytics, artaficial intelligence, and robotization

ter fight oyber pitfalls moere effectively and minimize the impact of cyber-attacks.,,

1. Owerview of online payments:

A range of online payment methads is available, including digital wallets, wire
transfers, debit and credit cards, as well as net banking. Customers can utilize these
options to make online paymenis for subscriptions, mobile devices, DTH recharges,
clothing, and varicus prodwcts from e-comimerce platforms.

The online payneent process encompasscs four key participants: the cusiomer, the
merchamt, the customer's bank, and the merchant's bank. Despite the involvement of
multiple partics, the enfire online payment process is conducied electronically and can
be finalized in just a fow scoonds..

Due to its advantages, online payments have grown in popularity among conswoers and|
sellers since the internet’s inception. They enable customers to save a slgnificant amaoun
of time, which enables the procedure to be Anished swiftly and effectively. Online
payments enable consumers to conduct cachless purchases, eliminating the need for
them to handle actual cash. By sending therm a payment confirmation message, custormers
can purchase the products they want and pay for them with the highest level of security.

Cinlinge Y ITRCHE: whiat £ iit]

Ty put it simply, an online payment is an electronic monetary exchange that fakes placa
over the imternet.
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When buying grods or s=rvices from suppliers. this online electronic payment is convenrienk

Online payment apps facilitate cnline transactions between buyers and sellers. The transaction
consists of the buyers purchasing goods and services and the sellers delivering those items or
services, When transferring a buyer’'s money and a seller's goods, these simple online payment
methods require a numher of steps.

Twpes of Gnline Fayment Methods:

The internet prowvides insights into the most effective online payment applications. Variou|
anlice payment aptions have gained significant popularity, offering numeroess advaniages o
users. Uilizing relinble plaforms for online transactions is considered the safest and mos
efficient method for bath buyers and sellers. Bebvo are soome of the prevalent types of onling
LY IENLE:

Credit Cards

Credit cands represent one of the primary sources of online payment methods. Using a credit can
helps mitigate the sk of losses doe 1o fraud. There are several types of credit cards available
including MasverCand, Visa, [Mscover, and American Express, all of which are widely used i
Indiz. Among these, MasterCand and Wisa enjow global acceplance, and each cord type offer
distinct benefits. Users can enjoy a range of advaniages, such as travel insurance, rental co
insurance, and purchase profection

Dbt Gards

Banks provide debit cards to their account bolders as a comporent of their online payment
services. These cards enable wesrs to make purchases over the internet, with the corresponding
amounts being automatically withdrawn from the cardhelders” bank accounts. Moch like credit
card payment systems, debit cand transactions are among the most favored online payment
methmds. The bkeading brands include Visa, BuPay. and MasterCard, with ¥isa crds being the
most widely accepted by merchants globally for enline and digital transactions. Debit cands
affier a convendent solution for individuals looking to conduct online payments.
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T Third-Party Payment Services

The mast commen method for online payments is through thind-party transfers. This process
imvohers issuing and depositing a payment into the aocount of an intermediany who clitates the
transaction. It is essential for users to understand hosy o execute payments cnline using this
methiod.

Electronsc Chegues

This digital payment method eliminates the necessity for users to write physical chegues, alloawing]
sellers b depagit funds directly into their bank accounts. Compared to tradibonal paper chegues,
electronic chegques affer enhanced seourity fsatures, including verification, digital signatures, public

key cryptography, and encryption.
Hank Transfers

Bank transfers aperate smilarly ta debit card transactions. This method invohees transferring fundy
Fromm ome bank account be another without the nesd for a physical debit cand. Bank transfers are
generally faster and more secure than other payment methods, such as ash withdresals or direct
payments from a bank account. Threats towards cyber securily inonline paymenis

1] Malware

In the context of mobile payment security, malware poses a threat to smartphones, tablets,
and similar devices by attempting to access sensitive information, Including credit card
detalls and account passwords. This mallclous software can be disseminated through
various means, such as karmful links sent via text messages, email attachments, or even

through applications that are downloaded. Consequently, it is crucial for businesses to

implement secure protocols when handling app downleads ar opening links.
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Ii Phishing
The FEI reported that intermet crime resulied in bosses exceeding 4.2 hillion in 2020, with phishing
scams beimg the most prevalent issee faced by both individuals and businesses. Phishing represents one|
af 1he most widespread types of cyber-atiacks and poses significant risks, especially regarding mohile
payments. Typically, this scheme involves crimirals sending frosdulent emails or text messages that
mimic commaunscations from legitimate eninises, such as hanks, online retilers, or payment prooessars.
These deceplive messages ofien mchsde links or attachments that lead the recipient to a hammful
wehsite, where they are prompied to inpat sensitive information,, including credit cand numbers or
passwands.

I Reganding online payments

Ltilizing public Wi-Fi can present one of the gravest security theeats for busiisesses,
Acpecent survey indicated that 26% of respondemts identified the use of public Wi-Fi

a5 the primary vidlnerability. Public Wi-Fi setworks are generally open and Lack
security measures, allowing anvone 10 commect without needing to autlenticate.

1} ldentity Thetl

Identity theft takes place when an indavadual acquires your personal information, including your
name, address, social secumty mumber, hank accound details, and other confideniial daa With this
information in hard, the identity thief can create new accounts under vour name or unlawfully

withdraw funds Erom your cumrent accounts,

Objectives:
Inbegrity
- Estaklizhing accesa control mechanisms through crvptographic methods

- Ltilizing checksums or hashes
- Performing data backups and restorations

- Carrving out andits and evaluations

Acvailability

- Implementing redundaney and diversity strategics
- Ltilizing load balancing and failover methods
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- Executing paich management and configuration management processes
- Conducting testing and validation procedures
- Establishing service level agrecments (SLAs)

Confidentiality

- Implementing encryption mothods

- Utilizing authentication proccsses

- Applying authorization strategics

- Employing firewalls and network segmentation techniques
- Conducting risk asscssments and classification procedures

Acoess Control

- Establishing identity managensent processcs

- Utilizing password management tools

- Implementing multi-factor authentication technigues

- Employing role-based access contral (RBAC) or atiribute-based access control (ABAC)
models

- Conducting access reviews and audits

Authentication

- Implementing biometric anthentication methods

- Utilizing token-based techniques

- Applying knowledge-based methods

- Employing certificate-based technigues

- Conducting verification and validation procodures

Encryption

£ [mplementicg symmetric encryption echniques
Using asymmetric enaryption techniques
Applying hybrid encryption technigues
g Employing key management processes
Conducting encryption testing and evaluation procedures

Compliance

£ [mplementieg governance frameworks
Using risk management processes

g Applying comtrod frmmewarks

g Employing audit frameworks
Conducting complmmee training

Incident Response

% Implementing incident response plans
Using incident detection toals

% Applying incident analhyds tedhniques

g Employing inmdent containment strategies

I Performing incident eradication actions

Conmdducting incident recovery steps
Security Architecture

f Implementing security design principles
Using security development methodologies

g Applying security testing tools and tedhmigues

g Employing security deployment practices

Perfurming security maintenance activities

DOI: 10.9790/5933-1602041033 www.iosrjournals.org 17 | Page



Securing Online Payments: Understanding Cyber Threats And Safeguarding Financial Transactions

Chapter: 02- LITERATURE REVIEW

Ana Rita D. Rodrigues, Fernando Teixeira, Fernando A. F. Ferreira, and Constantin Zopounidis
{Jansary 2022) highlight that the integration of new technologies into traditional banking
transactions is currently experiencing significant demand from stakelsolders. However, it is
imperative that data security rensins uncompeomised, given the fundamental nature of the
banking industry. The trust that customers place in their banking institutions is a vital element of|
the relationship between banks and their clients. A bank's reputation significantly influences s
auceess, ability (o atiract new cusiomers, and retention of existing clientele. These challenges
complicate decision-making regarding the integration of cybersecurity, digital transformation,
amd antificial intelligence within the banking sector

Leandre Gores, Ablinay Deshrmukh, and Milesh Anute (2022) note that a growing number of
individuals now favor E-banking, which has become an essential aspect of the financial
ecogystem. While online banking offers numerous advantages to customers, they must remain
vigilant to safeguard their accounts against hackers and cybercriminals, as online platforms ane
inherently susceptible to security threats. The imtemet security measures employed by most
banking websites are often outdated compared 10 the rapidly evolving landscape of cvber threals.
Consequently, this creates opportunities for lackers and other malicious entities to access
sensitive financial information. Although various security precautions exist to prevent beeaches,
vulnerabilities within these systems persist.

. P Manjula and Dr. B Shoumoghan (20 16) assert that the two primary principles governing
real-time electronic surveillance in other criminal investigations are also applicable in this
context. One of these principles involves the necessity of search warrants, which authorize law
enforcement to enter locations believed 1o contaim evidence of criminal activity. This includes
the computer ulilized in the commission of the crime, the software employed for unauthorized
access, and other relevant evidence.

This study addresses the challenpes and secumity issues related o digital banking. It
explores various difficulties and security threats associsied with online banking,
including different fraud schemes, profective measuares, amd types of cyber-attacks that
dipital banks may encounter. The research focuses on the security and safety cancerns

surroundmg internet banking.

We arpue that addressing cybersecurity and escommerce challenges through moderm
techmpdogy is a contimupus struggle. To mitigate risks, it is essential w0 implement
relizble technology, provide training for both customers amd emplovess on technaology
usage, and establish comprebensive policies and regulatians within crganizatians 0

Renata Marcinauskaite, Indre Pukanasyte, and Jolita Sukyte {2019) conducted a research
study that explores various dimensions of unauthorized access 1o information systems (18]
This examination takes inbo accoun international reaties, Ewropean Union legislation, amd
relevant Lithuanian judicial precedents. The study delves into the elements constituting
unauthorized access 1o an 18 while addressing the challenges posed by terminology and
technology. With the evolution of Lithuanian case law, there is an increased emphasis on
the contentious breach of security protocols and s associated components.

Raheela Firdaus, Yang Xue, Li Gang, and Muhammad Sibt e Ali (2022) highlight the
importance of this research for banks and their customers, particularly those who have
been affected by cybercrimes. It is esaential 1o reward honest employees and pemalize
dishonest behavior o deter individuals from exploiting such opportunities. Strict oversight
is necessary, and all individuals must be held accountable for th eir roles. Skills should be
utilized constructively, and uliimately, banks must effectively implement Artificial
[rtelligence to enlance transaction sacurity.
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The boak by Dr. Erdal Ozkaya ard Milad Aslaner {Z009) begins with a comprehensive
imroduction #o cyber-security, puiding resders through vanous critical services and
techmodogies that are cumrerdly at nsk of onlice attacks. As you progress through the
chapiers. vou will encounter varicus laws and vulnerabiliises, mcleding the homan risk

facior, providing insights from experts on the most recent threats

Sarika B. Lohana (3020 discusses the vulnerabilities of cyberspace to a multiede of
evenis, whether they are inlentional or accidenial, manmade or naiwral. Both mations
stales and pon-stabe actors can exploit the data shared in this environment for barmdful
purpeses. Cyhersaltacks pose risks to govermments, corparatians, and individoals alike.
The only effective defense against soch threals is o exercise caution with our data,
preveniing it from falling imio the hands of fraudsies and scammers. This book
addresses concerns related e cyber secumty and digial banking in a detailed and
enlightening manner.

Shadi A Alijpwameh (20160 notes that while iechnological advancements - the
bamking sectar bave greatly bemefited both customers and bhanks, the rise of e-banking
has also increased exposure to systern threasts and aitacks, underscoring the necessiy
for rmobust security measures. This book is failored for professionals, pracinioners,
advanoed studenis, and technology developers who are keen on the latest developmenis
in g<bankmyg securmiy. It imroduces innevative simlegies o project these sysiems from
potendial threats ardd emphasices hoth theoretical principles and practical case studies

C  Kanean Balasubramanian, K. Mala, and M. Eajakan (M16) discuss the mumerooas
posdive changes in the elecironic landscape that have emerged due 1o fechnological
progress, especially in online commeence. Their work, "Crvplographic Solubons for
Spcure Umling Banking and Commerce.” addresses the challenges associsted with
securing anline tmrsactions and applicabtions. This book serves ns an essentinl resource
for financial plarmers, schilars, researchers, advarced studenis, government officials,
managers, and lechnology developers. 1t emphasizes research on various e=oommerce

protocols, including digital signatures, public key inffastructure, encrypison al gorithms,

and digital certificates.
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¢ The presence of numerous securify issues mepresenis a sigmificant challenge
assocEied with this form of hanking. This rescarch employs a theoreiimal amalysis
approach. utilizing secondary infomation sources, and hes sucoesshlly formulaled
several hypoitheses om the subject. These hypotheses are substmniizied through
stalzments and graphical representations from prior works by oiber authors in the feld
The tapec of this research is compelling and balds potential for further exploration in
the fiuture. Motably, a large segment of the population remairs largely unaware of or
mdifferent to this =sue.

Mrs. Kalpana Mayar and Privanka Kathod (3021 define cyberspace as the digital
domain of the Intemet, govermed by cyber laws tbat esablish the framework for ns
regulation. Dwue to the quasi-universal jurisdsciion of these laws, all intermet users,
referred to as netmoens, are subject o them. Cvbercrimes encompass activities such as
kacking, phishing, and spamming. where computers are gither the arget or the means
to perpetrate affenses, including child pemography and hate crimes. This phemomenon
& aften refermred o as compater crmme. Cybercriminals may exploat the internet 1o
acoess carporate frade secrels, acquire personal datn, or engage in maliciows activities.
This study specifically examines the cybersecurity challenges faced by Indian banks

and assesses the general public’s awareness of cyhercrime.

Saqih Saced, Salka A, Altamimi, Momah A Alkayval, Ebtisam Akhebri, and Dina A
Alnhbad {2023} present o litermtore review that underscores the imporiamce of
comprehensively understanding evbhersecumy risks during the implemeniation of
digital trarsformatson (OT) This understanding is crucial o prevent dsruplions
caused by malicious actions or unauthorized acoess by indruders aiming o manipulate,
destroy, or exploft users. The anticle concludes by discussing potential foture threats
assocEied with DT adoplion and offers recommendaisons for businesses to mitigate
these risks through the establishment of robust cybersecursty messures, thenchy
preparing corporaie organcations fior the challenges ahead.

I Tong Xm and Ban Xizofang (20041 explore exsential inquines regarding the evaluation
of securdy risks linked o online banking. Through this methodology, we develap the

STRIDE threat moedel by amalyzmyg significant husiness data pertinent 1o ihe online

banking sy=stem, amd we construct the threat tree through a systematic, Layver-by-layer.
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The dissection of secursty threats yields a comprehensive analyss of the risks
assocmied with online banking plaiforms. This amalysis is essential for recogeizing
the various threats confronting online banking and for evaluating the overall security

of these systems.

According to research conducted by Victoria Wang, Harrison Mnaji, and Jewong Jung
(20200, the bndscape of cybercrime in Migerin has evalved from low-tech, oyber
enabled offenses o more advanced and sophisticated breaches. The three most
prevalent types of breaches identified are hacking, infections from viroses, worms, or
Trajars, and electromic spam. Banking persanme] have received adequate manapement
support and traiming regarding cyberseourity profooals.

In the study by Hlemraj Saini, Yerra Shankar Bap, and T. C. Panda {2002}, it is noted
that online attacks can occur either inadvertently or with malickous  intent.
Cybererimes are characterized as deliberate assaults that kead to significant societal
dismaptions, mclwding economic instability, psycholopical issues, and threals o
mafional securmty. To mitigaie these crimes, & thorough analysis s necessary o
comprehend their spcietal impacts. Consequently, this paper elucidates the nature of
cybercrimes and their repercussions oo socicty, while also offering msights into
patential future tremds in oybercrime.

Mir Bahetri (2019 Africa has emerged as one of the fastest-growing regions in terms of
cvbercrime activityHowever, considerable efforts lave been made to strengthen eyber-
security measures and address cvber threats across Africa. Many countries have
implernented legislation aimed at combating these threats, and enforcement actions have
been intensified. Furthermoee, the private sector has taken initiatives o balster eyber-
SECUTTY.

Drr. K. Sai Mangj (2020} "Bainks are essential to the fimpeial systern and the economic
development of a nation. The Indian banking sector is competing with global entities in
the industry by focusing on customer service and improving efficiency through
technological advancements. Financial institutions and online banking providers are
acutely aware of the risks posed by cybercrime.”

ac Various activities have led to the formulation of distinet lep=lations aimed at
establishing o secure environment for banking and financial operntions. Cyber-atiacks
pose a significan threat, potentially erodmg customer trust in firancial institutions.
The challenge of cyber security is intmcate and multifaceted, and 5is significance
comiinues i escalate. This isswe impacis not anby banks but also povernmenial bodies.
This research paper pramarnly examines the secumty dimensions of intemnet hanking,.

Recent studies indicate a deamatic increase i the number of loT devices,
withs their usage becoming increasingly peevalent in daily life. Consaquently,
the imperative o secure these loT devices is becoming ever more critical

Johnny Rawass (20019) examined the methods employed by leaders of a small financial
institution to safeguard their information svstems against cyber threats, wilizing actor-
network theory as the foundational framework for this research.

Jurjen Jansen and Eric Rutger Leukfebdt (June 2016} investigated the elements that may
contribute to victimization in online banking fraud. This study applied the routine activity
approach and protection motivation theory as its theoretical perspectives, drawing insights
from 30 semi-structured imterviews with individuals who experienced phishing and
malware attacks.

Lenon ¥ C. Clang and Nicholas Coppel (2020) argued that enhancing cyber-security
awareness can bolster the resilience of productivity-boosting services, including mobile
banking and e-payment systems, thereby fostering economic growth. They proposed a
typology of cyber-security strategies thal encompasses the roles of government, the privaig

sector, and the intermational community.
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M Ohamsed Abomhara ; This growing prevalence has atiracted atterdion, leading to a

rise in threats and attacks tarpeting [oT devices and services. Although cyber-atiacks
are ned a new phenomeran for loT, thewr integration into our daily lives amd socictal
sirucbures necessitaies a serious approach do cyber defense. Conseguently., there is an
urgent requirement to secure [oT, which underscares the importance of thoroughly
understanding the threats amd attacks that affect 10T infrastrocturne.

Mlunarul Ula, Zuraicd BT Lsmail, and Zailani Mohamed Sidek (201 1) highlight that as
comfemporary hanking becomes more dependent on the imternect amd  computer
techmologics for its operations and markel engagements, the incidenoe of threats and
security breaches has significantly escalated in recent wears, Both inssder amd outsider
attacks have resulted m global businesses incuming losses amoanting o trilliors of
dallars ammually. Therefore, there is a pressmg need for a robust framewaork {0 manage

informatson securfty within the banking system.

2. Thanika Devi Juwaleer, Sharmila Pudaruth, and Privasha Ramdin (2012
exarmine the factors that affect the adoption of internet banking services in Mauwritius,
Utilizing the technology acceptance model, the theory of reasoned action, the theory of planned
behavior, and a comprehensive review of existing literature on the demographic characteristics
of imternet banking users, as well ag the trust and secunty elements related to the adoption rates,
this study integrates various established constricts into a single model. The constructs
considered include perceived ease of use, perceived wsefulvess, subjective norms, awareness of
internet banking services, and demographic factors such as age, income, gender, and education,
all within a cohesive framework.

Chapter 03: RESEARCH METHODOLOGY

Research Objectives:

1. To evaluate the present condition of evber-security within online
banking and transactions, as well as o investigate the effects of cyber
threats on these Dnancial activities.

2 To analyee the efMectiveness of existing securily practices and
mensures, assessing their adequacy and efficiency in the context of
online banking.

3. To identify optimal practices and strategies for improving cyber-
securily in online banking,

4. To explore the scope of the study focused on securing online
pavments and comprehending cvber threats while protecting financial
transactions.

Cyber Threat Landscape Analysis:

1. Examine the current cyber threats aimed at online payment systems.
2. ldentify new and evolving threats and trends in eybercrime associated with
financial transactions.

3 Analyze various types of attacks, including phishing, mabware, ransomware, and
data breaches that target payment systems.

Payment System Architecture and Vuolnerabilities:

1. Investigate the architecture of different online payment sysfems, such as credit card
trangactions, mehile payments, and eryptocurrency cxchanges.

2_ Identify vulnerahilitics present in these systems, focusing on weaknesses in
cneryption protecols, authentication processes, and transaction handling.

Security Measures and Best Practices:

1. Review the security measures currently adopted by financial institutions, payment
processors, and merchants o safeguard online transactions.

2. Assess the effectiveness of security protocols, including tokenization, multi-factor
authentication, amd end-to-end encryption.
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Examine industry best practices for safeguarding online payments and reducing cyber threats.

Regulatory Compliance and Siandards:

Evaluate the regulatory reguirements and standanis pertaining 1o online payment securiy.

Asmess the challenges organizatiors encounter in meeting these compliance shligatiors.

Investigate the influence of regulatory agencies and mdustry associations in establishing standards fa
secure onling transactions.

User Behavior and Awareness:

Analyze the influence of human factors on online payment secumty, focusing on user behavior and
AT ATE MRS,

Explore methods for educaling consumers on safi online payment praciices and increasing awareness
af prevalent scams and frand schemes.

Examine the effects of social emgineering tactics on the security of anline payments.

Technological Advancements and Future Directions:

1. Investigate new technologies and innovations in paymen security, including blockehain,
bioimetrics, and machkine learming.

2_ Evaluate the possible effects of technologies such as guantum compuatiisg o tse security of
online ranssctions.

3. Anticipate future developments in eyber threats and payment security, and suggest proactive
slrategies o mitigate them.

Case Studies and Incident Analysis:

1. Examine significant cyber incidents and data breaches selated 1o online payiment systems.
2. Explore the underlying canses of these incidents and the insights gained for enlancing
PN SeCurity.

3. Review case studies showeasing effective security implementations and incident response
ractics.

International Perspectives and Global Challenges:

- Consider the worldwide seope of online payment svstems and the difficuliies associated
with cross-bosder iransactiiongs.

- Analyze the differences in pavosent security regulations and practices across various
oS,

- Investigate imternatiomal cooperative effors aimed at addressing eyvber threats within
thse finamcial industry.

Etlsical and Legal Implications:

- Exarnine the ethical issues related 1o the collection and utilization of personal and
financial mformmation in online payieent processes.

- Beview the legal frameworks that regulate data protection, privacy, and cybersecurity
concaerning online financial transactions.

- lnvestigate the equilibrium between security protocols and the privacy nghts of wers,

Risk Managerment and Business Contineiny:

- Explore risk management approaches for identifying, evaluating, amd mitigating risks i
online payment svabaris.

- Msaess business comtinuity strategies and disaster recovery plans to maintain the
robustness of payment infrastructure against cyber-attacks.

- Evaluate the financial amd reputational consequences of security breaches for
organizations amd the wider sconoimy.

The mecessity of studying and comprehending eyber theeats related fo online paymenis

and protecting financial transactons is paramouint in woday's digital landscape for several
PEAsOs:

- Increasing Cybercrime: As financial transactions become more digitized,
cybercriminals are increasingly fargeting online payment systems o acguine sensitive
information, including credit card numbers, bank sccount details, and personal data.

- Financial Consequences: Cyler-attacks on online payment platforms can lead 1o
subsstantial financial losses for both individuals and besinesses, encompassing thedt of
funds amd other related darsages.
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Fraudulent activities, the costs of rectifying compromised systems, and the associated
risks are significant concerns Trust and Confidence: The security of online payment
sysbems is crucial for fostering trust and confidence among consumers. [F users view these
systems as unsafe, they may hesitate to utilize them, resulting in a decrease in online

transactions and a negative impact on business revenue.

Legal and Regulatory Com pliznce: Companies that handle online payments must adbere t
warious legal and regulatory standands conceming data protection and cybersecurity. Non

compliance with these regulations can lead to fines, kegal action, and reputational harm.

Mew vulnerahilities and metheads of attadk are continually smerging. necessitating angrdng
research and analysis to identify and mitigate potential risks to online payment systems.

Global Nature of E-commerce: Online payment systems function on a worldwide scale,
making them appealing targets for op bercriminals aiming te explodt security seaknesses.
Analyring cyber threats in the realm of soline payments enables businesses to recognize

and address vulnerabilities across variows regions and begal frameworks.

Emerping Payment Technologies: The advent of new payment technologges, including
mabile wallets, cryptocurrencies, and biometric authentication, brings forth additional
security challenges and potential vulnerabilities that require thorough examinstion and

respfution.

Impact on Economic Stability: The security of enline payment systems is vital for
sustaining economic stahility and preventing disruptions in financial markets. Cyher-

attacks on payment infrastructures can have sxtensive reperowssions, affecting businesses)

consumers, and financial instifutions alike.
Rescarch Methodology
It encompasses a variety of technigues and procedures aimed at collecting andl
analyzing data to address research questions or evaluate hypotheses. The main objective
of rescarch methodology is o ensure that the research is executed in a manner that if
valid, reliable, and generalizable. Validity penains to the precision of the rescarch
outcomes, reliability relates to the consistency of the resulis, and gencralizability
indicates the extent to which the findings can be applied fo other situations beyond the
specific study.

Research Design:
This study crpleys primary research, uiilizing questionnaires distributed to panticipantg
and relevant articles. The rescarch design for this primary rescarch study is outlined af
follovs:
- Rescarch Questionnaire: Establishing the research questions that the study intends g
address.

- Data Sources: The data sources consist of the responses provided by pa.r[icipa.nuil

the completed questionnaines.
- Data Collection: The systematic and thorough gathering and cormpilation of pertine
data from the identified sources.

- Data Analysis: The collected data will be analyzed using suitable qualitative analysig
metheds, such as content analysis, to uncover recurring themes and patterns.

Data collection procedure:

The procedure for gathering data entails a systematic method for
acquiring information intended for research or analysis. It begins with
the formulation of clear objectives and the identification of necessary
data sources, which can include surveys, obhservations, interviews, or
existing databases. To guarantee accuracy and relevance to the
objectives, appropriate technigues are selected, and tailored
instruments for data collection are developed.
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Primary Data

Ciestionnaires serve as atool for collecting primary data in research focused on cyber-security
witlin online bankimg, targeting both users and instifutions, These surveys vield mitial information
regarding wser behaviors, perceptions of security, and ssues related to traisactions. They offer
valuable inzights into the complexities of cyber-security and highlight potential vulnerabilities by
revealme expericnces, opinions, and levels of trest i enlise platformns,

Secondary Data
Research on cyber-security in online banking can greatly benefit from secondary data, which
encormpasses databases, research reports, case studies of cyber Incldents, as well as books and
acadermnic journals. These resources abd in identifying valnerabilities and understanding the
broader landscape by supplying statistical information, prevalent threats, security measures,
and inslghts Into recent security breaches. They reveal patterns, statistical trends, and critical
insights into the nature of cyber-security challenges. The comblnation of this data with primary
sources enrkches both the breadth and depth of the study.

Chapicr 04: EMPIRICAL RESULTS AND INTERPRETATIONS

= Sampling Techniques:
Selecting an appropriate sampling strategy is cruclal when investigating cyber-
security in online banking. Structured and random sampling methods ensure
representatlon across various demographics and usage patterns. In contrast,
convenlence sampling, while quick, may introduce bias. Cluster sampling, on the
other hand, effectively targets specific groups. These methadologles contribute to a
deeper understanding of cyber-security challenges.

Frequency Table [age)

Particu ars Freguency pErcEntge
ow | T
L L Y67 |
| 3040 I 4067
I [ IE] EET
[TEEnd ahove 1 WES
| Tl T LLLE

The provided data shaws putlines the demographic distribution of sample population bassd on
age. Majarity of the respondents are of age below 30, constituting 91.67°7 of the sample,
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The data presenied illusirates the demoegraphsc distribution of the sample populatzon according to age. A
=igmificant porticn of the respondents, 91.67%, are under the age of 30. This is followed by individuals in ks
M40 age group, comprigng 4.1 7%, those aged 40-50 21 1.33%, and finally, respondents aged 50 and abow
making up 0.83%.

Freguency Table (gender)

[F Freguency PercEnTIgE
| Bl E T

| Femaly il TET
[Tty T 00

The data presended illusirates the demographic distribution of the sample populatson acconding o age. A
=igmificant porticn of the respoadents, 66672, are female, while males make up 33.33% of the sample.

Frequency Table (education level)

Particulars | Frequency Percentage

[ Undergm diaie 0¥ BTE E3

| Poslgradiake L] nES 131

"PHILY T (L]

| Salaricd persamn L]

Taotal [T |

= Urlergradsaia faupadiats Hiz Qe = Toidl
Data representation:
Respondents’ opinions on using caline banking services:

L Ne. ‘ g |
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.83
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1 o T T
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Respomdents’ opmions regarding potential cyber-security risdes associated with
internet banking are well-informed

FINvEE Responses Freguency Fercenfage
I RErongly agree T LIE

T e I3 5

3 el IE] 133
TOTAL T (L]

= Lrongly sreE = A Keavsd TOTh

Respondents” opinions on being careful while disclosing private banking

information online.

TSI No Responses [ Freguency [ Percentage
T “Skrorigly agree 50 :75

Z Agree T 1667

3 Neur i3 w67

Rl Disagres 4 &7
TOTAL Ll l o

o Storgh sgree  Apwe  Meurs Daages < 0TAL

The provided data shows how respondents felt about the statement, *I am cautious aboat
sharing personal banking information online.” A substantial majority75°/  showed that
they strongly agresd with the which emphasises the nead for extreme caution wher
disclosing personal banking information. Furthermare, 16.67°/ of respondents indicated
agreement, indicating a strong general consensus regarding the significance of caution. Merely
L.67°/ disagreed with the statement, and anly 6.67"/ of respondents were neutral
Remarkably, none of the respondents expressed strong disagreement.
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These resulis highlight o geneml awareness and pradence among the mespondents about
sharing private bankmyg information colme, supgesting a generally responsible and watchful
aftitude fowards prodecting their financial informatson in the digital sphere.

The resporcents’ ppinion of their awareness of the possible risks involved with
ulilising financial apps or services from thind panties that connect i their calme

hanking sccounts.

Sl Ma. Hespanses [ Trequency Parcenlage

T Slrenply agree I BT |
4 Agrer B I5

El e | > 4 T6T

4 LEENIS CA [T

TOFTAL T T

«Simrghy sgres  dgres  Weswal  Diagoss = TOTAL

The provided data shows the opinions of these surveyed regarding the claimthat "1 am aware
of the potential msks associaved with using third-party financal apps or services that link

ta wour anlice banking scoour.” Notably, $6.67 of resposdents strongly agree with this
statement, indicating that they are well aware of the possible fsks involved i integratng their
pnlme bankmg accounts with third-party fimancial services. Furthenmore, 259 indicate
agreement, highlighting the broad agreement regarding the significance of comprebending
these risks. 4. 167 of respondents are neutral, and 4,167 disagree, and 0% strangly
disagres. Overall, these results paint te a general awareness among those surveyed of
the possible dangers connected to third party financial apps or services that are
vannected to online banking.

Based on respondents’ opinions, Enancial institutions cught to give customers "

privacy mere weight than the gathering of data for security purposss.

51 Noo Responses Freguency Fercentage
T Srangly agree o5 TLIGT

Fd AREE il Ta6T

3 TNEnr TS 1167
TOTAL T (L]

= Srongly ares o Agea MHagvad TOTAL

79167 of respondents strongly agres with this viewpoint, indicating a strong belief in the
impartance of profecting customer privacy ever gathering a kot of data for security reasons.
Furthesmore, 16.67% af respondents indicate agreement, demonstrating a sbrong consensas

regarding the significance of priomtising customer privacy. The remaining 4. 1672 are neuatral,

suggesting that some respondents had no strong Feelings abowt the Bsue. Remarkably, none of
the respondents disagreed or strongly disagreed. Overall, these results point to awidely held

beliefin the importance of protecting personal data while putting security measures,
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Kespondents’ opinions an using antivins of exira secunty sotbware m pasticular

to protect onling banking activity.

SCRa. Respanses Trequency [ Percentage

T Sirongly agree ES 37F

P4 "1 & R A

3 Neuray P 1667

a4 Disspree T SE3 1
s FStrmgty ke Y s

TOTAT 120° oo 1

s Susagh agiee  Ages  Nesks  Duagies . s droogy Susgoe s TOTAL

17.5% of respondents strongly agree and agree that wsing extra security measures o profect
their online banking is a good idea. This suggests that a sizeabb tage of the respond

are actively working to improve security. Mareover, 16.67" are neutral, indicating a sizable
portian that has neither a stroag preference for nor against the use of additicnal security
software. All told, 5.83% disagree with the statement, with and 2.5% stroagly disagreeing.
This suggests that there may be a minority of people who do not think highly enough of extra

security measures designed especially for online hanking. Overall, these results point to a

vaned but g

Iy proactive

de towards anline banking security.

The ppinions of respondents indscate that they think online banking platforms ought

ta offer their cusivmers additional instroctsonal materials regarding cyher- seourity.

Sl Ma. Responses Frequency Percentage
tromgly agree
I Sgrec -3 1583
2 Aol 55 1583
T et T & 3
4 o IE] 133 1
TOTATL T TR

A sizable fraction, 43 83% | srongly agree and agree with this statement, suggesting that there
is 0 genveral consensus amang 1hose polled regarding the peed for online banking platfooms 1o
step up their effosts to offer cyber-secunty education. Furthermaore, 5% are neutral, indicating
a tiny percentage that has no strong feelings abot the msee. However, 4% disagree,
highlighting a mimority apmian that might mot give prorty (e the requirement for more cyber-
securily education materials from online banking platforms. Interestingly, none of the
respandenis strongly disagree. Overall, these results point to a strang desire for better cyber-
securily education programmes, demonstrating a shared understanding of the value of

providing wsers with the informatson they need i increase their awareness of anline secursy.
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Aoocording o respondents, hanks disclose potential haeards and weaknesses in

their online hanking systems in o sufficiently open manner.

Slno: Fesponses Frequency Terceniage
I Rironply agree i) T&AGT
i A .11} B5ET
q IR 15 1rs ]
! TVisagres I 133
¥ STy g T =3
TOTAT T L]

= Mrongly agees o Agres s Mauirad Ciuagres = Strongly cagree » TOTAL

A significant proportion 16.67% express strong agreement, of which &6.67% agree. This
supgests that banks are transparent in disclosing poteniial risks amd vulnerabilities in their
oaline banking systems. Moreover, 125 Foare newtral, indicating a sizable portion of the
population that has no sirang Feelings about hanks' transparency in this area. With 1.33% o
dasagrecing and 083 Zostrangly disagreeing with the stsement. This sugpesis a minority
opinion acoording 1o which banks do not disclose enough information abow the danpers and
weaknesses in their online banking systems.

Based on respondemts, wilizmg two-facior suthenticatson for online hanking s

warthwhile since it adds an extra degree of security.

[Elno Hespanses Trequency Tercenlage
I Sirongly agree 55 4583
- Agnee b2 43053
3 Meulm | k] 4167
1 Tlsgre 13 A T6T
¥ STy e m w
TOTAL T oK

s Strongly agres s Agrea ¢ Mlauira Ciiagraa = Siroaghy dasgras = TOTAL

A sizable majority of 4583 Zorespondents strongly agree as well as agree with the statement,
dempnstrating the general comsensus repardmg the usefilness and effectiveness of two-factor
muthenticalson in boosting the security of ooline banking transactions. Furhermore, 4. 167 Zoof
respandenis are neutral, mdscating that there is a minority that has no strong opinions oo the
subject and 4. 167" Zodisagree. Overall, these results show tbat there is broad agreement among
those surveyed about the value and efficsency of adding two-facior authendication o online

banking as an extra security measure.
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Respondents’ opimion regarding likelihood of implementing mew secumty

measures offered by banks to improve security of online bankmg.

BENCCR Rospanses Frequency [ Percenlage
T Shromply agree 33 TIRY
. Aprer I5 IL35
3 Mo L B33
3 Disgres [ i ]
k2 STy e ¥ I3
TOTAL T30 TORT

« Swoagh agien s Kedical Daagms = Srongly daagres  + TODAL

This statement was endorsed by 7083 of panicipants strongly agree, | 2.5% agree. This
suppests that the surveyed individuals are very willing o accept and adopt new security
measures that banks have put in place o improve the securmty of online banking. Furthermare,
#.33% are newtral, indicating a smaller percentage with no strong preference in either
direction. In comtrast, 5% dsagree with the ststement and 3.33% strongly disagreeing. This
supgesis a minority viewpoim that might be less l&ely 1o guickly accept newly implemented
securily measures by financial institutions. Overall, the datm shows that the surveyved group was
gererally open o socepling new security indiatives that banks were introducing to increase the

securitv of online banking irnsaciions.

Findings

# The study on cyber sccurity issues affecting online banking and transactions, which
utilized a questionnaire distributed to respondents, viclded several key findings. Below is
a visual summary of these findings:

& Significant participation in online banking: A large majority of respondents strongly
affirm their engagement in online banking activities, indicating a broad acceptance of
these services.

& (iender equality in online banking usage: Although the msajority of respondents are
femalbe, there is no notable difference in their level of agreement regarding online
bhanking sceurity compared o their male counterparts. This implies that both genders
share similar concerns and awareness of cyber-sccurity threats in online banking.

& Recognition of cyber-security threats: A considerable number of respondents express
strong agrecment about their awareness of potential cyber-gecurity risks linked to online
bhanking, indicating a generally knowledgeable user demographic,

# Concerns about privacy: Respondents exhibit significant apprehension regarding the
sharing of personal banking information online, with many strongly agrecing that they
exercise caution in this anca.

*  Avwarencss of risks from third-party applications: The majority of respondents
acknowledge the potential dangers associated with using third-panty financial
apglications or services linked to their online banking accounts, reflecting a prudent
attitude towards such integrations.

#  Emphasis on customer privacy: Respondents strongly believe that financial instiutions
should prioritize customer privacy over extensive data collection for security purposes,
highlighting a preference for safeguarding personal informsation.

* Endorsement of security enhancements: There is a general consensus among respondents
in favor of implermenting additional security measures, such as antivinus software and
two-factor authentication, to bolster online banking security.

Demand for education and transparency: Respondents express a strong desire for online
hanking platforms to provide additional educational resources and transparency
regarding security practices.
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1. Acceptance of new security inftiatives: mast respondents are open to accepting
new security measures introdeced by bamks to improve online banking security,
suggesting a willingness to adapt to evolving security protoools.

E  [esired for enhanced cyber-seourity sducation: there is a strong desire among
respondents for online banking platforms to offer additional instructional materials
reparding cyber-security, This indicates a strong recognition of the importance of user
education in mitigating cyher-secwrity risks and suggests an opportunity for Ainancal

instrtutions ko enhance theireducational resources and infbiatives inthis area
Chapter 03: Conclusion and Recommendations

The reliakility and gecurity of online banking and transactions face ongoing challenges due o
cyber-security threats, A vanety of nsks exist, ranging from sophisticated phishing schemes te
insidious malware and data breaches. Phishing attacks deceive individuals into revealing
persoisal information through frasdulent ensils or websites, Malware, including ransomaane,
can infiect devices, leading to financial theft or tee hijacking of computers, Data breaches
compromise the confidentiality of personal information, increasing the risk of fraud and identity
theft These threats mot only result in significant financial losges for individuals and businesses
bur also undernmine the trust that is fusdamental o online banking systems.

Public collaboration is crucial in the fight against these security threats. I8 is imperative for users,
regulatory bodies, cvber-security expents, and financial stitutions i unite. Key components of
this collaboration include sharing theeat intelligence, implamenting regulatory frameworks, and
fostering innovation. Stringent regulations ensure compliance with security standards, therely
atrengthening the online iransaction landscape. Confiivuous innovation i security technologies
amd processes is vital to keep pace with the evalving tactics employed by cybercriminals, By
wiorking together, we can establish a resilient environment that deters cyber-attacks and enhances
trust in oalise banking services. Ultimately, a cornprehensive sirategy is esseniial for mitigating
cyber-securty threats in online banking and framsactions. This strategy must encompass a aolid
techselogical foundation, user education, and collaboration among stakeholders. In an
increasingly interconnecied and vulnerable world, the integrity, confidentiality, and reliability of
digiial financial transactions can only be safeguarded through a coordinated effort.

Recommesdations:

Omgoing edecation and awareness: Esfablish and execute extensive educational initiatives atmed at
informing onlineg banking users about cyber-security threats and effective praciices. These
initiatives may encompass informational materials, webisars, workshops, and isteractive tools
dlesigred 1o assist customers in recognizing and addressing potential risks, Transpareney and
communication: Financial institutions mest emphasize te importance of transparency and
maintain open lines of communication with customsers concerning the security protocols in place.

place amd any potential msks associaled with online hanking, This can irclude
regular update on security protocels, data breaches apd proactive measures 1aken
to safeguard customer information. Privacy protection: strengthen privacy policies

T and practices o priccitize ibe projeciion of customer data. This can invalve
imglementation of data encryplion methods, ensuring secure siorage and transmEsion
of wensitive nformation, and adhering 1o strict privacy regulations and siandards.
Customuised secumiy opiions: offer customers a range of secumiy

I optiors and features taikored 1o their preferences and needs. This mdght mchede moks-
factar authendication metbods, biometric  asthemlication, real-lime  transactions
monitoring, and personalised security alerts o help customers proaciively manage

their onlice banking securily.
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